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This guide will walk you thru everything you need to know to set up and run an off grid,
decentralized text communication network.

Platform

e Meshtastic:

e https://www.meshtastic.org/

e https://meshtastic.discourse.group/

Before you begin:

Here is an introductory video that explains how LoRa works, and what to expect.

LoRa Mesh Communication without Infrastructure: The Meshtastic Project (ESP32, BLE,
GPS)

Sections

. Getting the hardware setup:

First thing we'll get your Nodes ready to hang up in a tree, or screw to a high post,
however you can get them high up.

ll.  Using the app & updating the firmware.

Next we'll walk thru installing and using the app, as well as updating the firmware on
your nodes to add new features and stability as they are developed by the
Meshtastic Community.


https://www.meshtastic.org/
https://meshtastic.discourse.group/
https://youtu.be/TY6m6fS8bxU
https://youtu.be/TY6m6fS8bxU

Section I.1 - Parts List:

From the hardware store;

1x 2 Gallon bucket $4 | Ace Hardware Link
1x 2 Gallon Bucket Lid $2 | Ace Hardware Link
1x Silicone RTV 30z $5 | Ace Hardware Link

(Note: 1 bottle of this will last for 10+ node builds)

50 ft Paracord $5-10 | Ace Hardware Link | Ebay Link

Handful of rocks $free | Look around on the ground. ;-)

Tech stuff:

1x LilyGo TTGO Meshtastic T-Beam 915mhz V1.1 $40 Alibaba Link | Ebay Link
(Note: Make sure it's 915mhz, other frequencies are available.)

1x 18650 Li-lon battery $10 for 4 pack | Ebay Link

(Note: (price drops dramaticly with bulk order)

1x Renogy 10w Solar Panel $20 | Ebay Link

(Optional) 1x Backup USB battery $10-15 | Ebay Link

1x Micro USB to USB charge cable <$1-$2 | Ebay Link

Minimal build (just Node + Battery) $45 (Will need a case, can 3d print and send it along
however many you want.)

Fully kitted out: $89.50-$107


https://www.acehardware.com/departments/paint-and-supplies/painting-tools-and-supplies/paint-pails/1218346?store=16820&gclid=CjwKCAiApNSABhAlEiwANuR9YJuEDoxJPQe_10iTuCFngsEqpd-fuKLAlgc0zxqco23oy66bmHaM3hoCk4gQAvD_BwE&gclsrc=aw.ds
https://www.acehardware.com/departments/paint-and-supplies/painting-tools-and-supplies/paint-pails/1092683?store=16820&gclid=CjwKCAiApNSABhAlEiwANuR9YAMsv8N_-iqsnp-yNZm8ujlojT_7zSR-oz7MV36yusz60ovvTNN3ARoCqNAQAvD_BwE&gclsrc=aw.ds
https://www.acehardware.com/departments/automotive-rv-and-marine/auto-tools-and-maintenance/automotive-adhesives/80765
https://www.acehardware.com/departments/hardware/chain-and-rope/ropes/7337512
https://www.ebay.com/itm/550LB-Paracord-Parachute-Cord-Rope-Mil-Spec-Type-III-7-Strand-50-100-500-1000FT/402623358014?hash=item5dbe38e43e:g:vSgAAOSw~mxf5Zpa
https://www.aliexpress.com/item/4001178678568.html?spm=a2g0o.productlist.0.0.1c2523ba2bp0dR&algo_pvid=5e744367-dea7-4e29-b911-65dfbbdcd70e&algo_expid=5e744367-dea7-4e29-b911-65dfbbdcd70e-0&btsid=0bb0623316120321652948195e9ae8&ws_ab_test=searchweb0_0,searchweb201602_,searchweb201603_
https://www.ebay.com/itm/TTGO-Meshtastic-T-Beam-V1-1-ESP32-433-868-915-923Mhz-WiFi-Bluetooth-ESP32-GPS/284139245401?hash=item422804cf59:g:zyUAAOSwcUtf9Y9P
https://www.ebay.com/itm/3-7V-1500mAh-2000mAH-2200mAh-2600mAH-Li-ion-Rechargeable-Battery/313309615958?hash=item48f2b55756:g:koEAAOSwuDBfuH1Y
https://www.ebay.com/itm/Renogy-E-FLEX10-Monocrystalline-Portable-Solar-Panel-10W-with-USB-Port/274399896921?epid=2180405446&hash=item3fe3822559:g:304AAOSw5VVe6GtM
https://www.ebay.com/itm/10000mAh-Power-Bank-Dual-Micro-USB-and-Type-C-External-Battery-Fast-Charging/363273604428?epid=22043400211&_trkparms=ispr%3D1&hash=item5494cb4d4c:g:JfIAAOSw5K5fbigW&amdata=enc%3AAQAFAAACgBaobrjLl8XobRIiIML1V4Imu%252Fn%252BzU5L90Z278x5ickkBSh1VzQSTzkTiSV5EE%252FHQSE2SsaXr1%252BySZTYmNrBDS%252Bqw%252FWb7X8%252BK57EdD5h%252BNQCyabYPt%252BczVSr7wGYfWMhBGyeYw%252BJgaxscwFf%252BTyAvJquJttjOG95KTj8dCpkHi0%252BU%252BEZRubBuxGLH%252BgXAY%252BOy81s62Rv1dT1VUEQ0PnaZuXqIPjHhzOiLhC4nkmK0Z98A0SUREuWtbCNo8hUzgof1XZTNlHTyPAQSA2heobOyYV%252FgyYowA2%252FR%252BemXu%252B4miWmgpbMYP7Q3N74SdcoLxj%252B%252BwBUavV9vyM2nLozWPUA%252FI5PM%252BXLA1k0yOAFDP2A8GISaF%252FQyaOP7jFMGiNY4UHKbRPbxcrX2vJsIwM%252B6T0M4Cy9Swh3A7bI8FuurYY4dxos2kuzm4aHVSFOo2BH%252BptArQmf%252Bm06ZwDcdeCnI36ZceD2NrjloNCTaEj5%252FFdQIXqw3SyU1%252BcMcRVTAZA2pn6Ii1kB1Ip%252BHBkLrT2%252BJWD4NF3Ml3ffFKIpTnDQpaWeM91o11YA2pKnOssE5vYqlabWtDgY14rYbnFys%252FLgCK4R0ne0IjMXVL4MXhegR197g0QYfYPvIXAxSsoW3EMkWK%252FUHme0Oa%252BZJFdeO2ipjspUaFZVvh7M%252BIX1NAcjdCl5N4vCjrBfLLx%252FRcs9P9X9mTRncCFdL7mkQ3QwKZQQctRt2tpXim%252BkHXi%252FFt3GULWJ%252BgPdr21lS4CvG3mF3KGZ9sSrRtRibBPPk5m%252BKuRhuN0%252F7qmEFTS4N9%252B5J7CdRVfHCqWaKT5OUYrO6KqonZEEIxZOqvWmYnSonvOsScQ8r4f3ZAk%253D%7Ccksum%3A363273604428206d5ad3de964805b465af90e222aa0d%7Campid%3APL_CLK%7Cclp%3A2334524
https://www.ebay.com/itm/Heavy-Duty-Micro-USB-Fast-Charger-Data-Cable-Cord-For-Samsung-Android-HTC-LG-US/143698575191?_trkparms=ispr%3D1&hash=item21751a3f57:g:57QAAOSwh19fRKN6&amdata=enc%3AAQAFAAACcBaobrjLl8XobRIiIML1V4Imu%252Fn%252BzU5L90Z278x5ickk7d4nremBkvNKtcC0ZwqXDEewjeXXAe6lT4TXzFvG62udMqh2La4IdL79C2MgFDngYXKs92nDNe7tFkOUcA62ERhPSEenRxSPkHGWeDu8JGHHGmB037qtPo8dlWmDnF9H4bKIuLFoT5k33eKMwlyeIi3xR6Hjdc%252B6TNlDR6nrJ5DxCyPcJSqPzSQib2WsmrMfcmfR5uXWdYvld0kqIdLer1KzB990%252F3UOr682X3R1o34pVIz0xBBxvrG1aVBtUwZNMnPzR9Wzg%252BpPf5BX38RCKT3oCmTJh7L2aT01pUB1Z7zGvc85NRJ0GuZCTmS1%252Fa%252FWEjPqLQIwipbua3ATquBAFjDxRtnnZVwvvgwc42ciltRNdkA2E1dhytwFGpjVr6yNdcSLYVIuwUZJoihSlZ9%252BtjRv7NKXsDKk8WPoNqdF8%252FNN%252FA0BEAcDo4ETeQ%252FcEhzgPfiLuI7d05RDmMg50y35Bh93kRKe%252FCoIpqAMfwJhH1lX953KqJbhoyHh%252FHP1iFIRzUjdJnO1Y6n6AY%252BiOV5xdXJnlQ%252B3BOb%252BA3btBGInO0oG44oq3OxaAHgFDLT0OeJdX%252FQvybUF%252Fkq2FGfZovOmrqjaCZeDkzraEfbMJsH20QCGgiCn86z%252F3YxiBhSMJ2U0DkuP03QD9mURyXbMKu%252FK1Z37tii%252B5jUIvxvo5RDFZGKWNv5iqpe8aFnzscAn0I3IAYKEjF%252B%252FcfQd4ZN%252FdssEg5qkrLU%252FtcGjJXoGmiC2G7A9HpbBooW7kVNYhnTc9INxnDOa5gMbcyebcATLu9y8lw%253D%253D%7Ccksum%3A143698575191fdaf87e885e948e9bca0501e31e3c88c%7Campid%3APL_CLK%7Cclp%3A2334524

Section 1.2 - Assembling your TTGO T-Beam

Here’s a new T-Beam:
Locate these pin holes:

, | de-soldered mine for the demonstration)

(Note: yours will look clean and new




Insert the 4 pins that came with into those holes and solder them to the board:
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Congrats! Your screen is installed!



Here’s what these Buttons do:

I o

1| meshtasticorg jEEEEE

Your T-Beam is all Set up!

Make sure the + and - match on your battery & TBeam!
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Section 1.3 - Prepping The Bucket

Cut a bunch of holes in the bucket:

Notice the orientation of the handle with the holes.

UEERHITGE nERLS

mall Slice for Ziptie




Prep the lid and pass thru the Solar Panel Carabiners:

Notice the orientation of the openings of the carabiners, make sure they open outwardly or
they won't grab the panel.




Section 1.4 - Assembly

e Pass the Antenna port thru the 1/4 “hole and screw on the Antenna.

e Pass the MicroUSB side of the Panel>Battery cable thru the 3&” hole from the
outside.

e |Insert battery and plug it in, then tighten all the zip ties EXCEPT for the one
under the %" square hole.

If you're going to leave this out on a flat space, now is the time to chuck the rocks in the
bottom.



Hook the Solar panel to the 2 carabiners on the lid,and pop it on the bucket:
Notice the USB port of the panel is facing down.

Pass the wire thru the %" spaced zip tie and tighten it down.
| used some of the silicone glue on the back of the USB box to keep it in place.

You could use a bungee wrapped around the bucket hooked to the bottom mounting
holes.
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Take your RTV silicone and put a little dab on all the holes you cut thru the walls of
the bucket.

A little dab will do ya, wear some disposable gloves and smush the silicone into the holes to
get a good seal.

Cut off the loose ends of your zip ties and you're all set up!

For best results, face the solar panel southward and make sure you're not shaded by
tree limbs or other obstructions.

Hang it up a tree, screw it to your roof, leave it in your car, it's ready to deploy!
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Section 1.1 - Installing the App
Search the Google Play Store for Meshtastic.
Enable Location & Bluetooth.

On the Location screen, look for “Improve accuracy” and click on it, turn on Bluetooth
Scanning.

BB ¥ B (> AN =, EE BT ER®MOFELDLE

Meshtastic 821

Geeksville Industries, LLC Sat, January 30

< Location

Improve accuracy
Downloads I ’

Recent location requests
‘T' Meshtastic

T ) B|

Alrplang Flashlight Power Blue light
maode mode filter

Google Play services

L o o e < Improve accuracy

Mobile Location Smart View Do not

An inexpensiy source GPS mesh radic for Hotspot e Wi-Fi scanning
hikirg, skiing, warching 1

Communication

About this app >

R

Bluetooth scanning
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On the Bluetooth screen, try and pair with the Node.
When it prompts for a pin, look on the Node and enter the code.

You may have to close and reopen the Meshtastic App, but that should let you select your
Node in the App.

G210 Y EHW BB Rl =il

< Bluetooth Scan Advanced

) Bluetooth

Bluetooth pairing request 330560
Make sure your Bluetooth davice is in

pairing mode to connect. Your phone is Enter PIN to pair with Meshtastic_be99 (Try Enter this code
visible to other devices as Galaxy 59. 0000 or 1234).

PIM

Paired devices

)  Meshtastic_be99 Y EEDE

Available devices T Meshtastic

ﬁ'EI
TR2134S5)617Q8)19)0

Your Name

Unknown bed9

D Mone (disable)

Meshtastic_be?9
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The Default channel that it's set to is “Default-G”, if you don’t change it, anybody with a
Meshtastic Node out of the box can communicate with your Node. This is cool if you want
to connect with other tech nerds in your area, but isn't so secure.

fri'i\

Channel Hame

Change channel

Are you sure you want to change the
channel? All communication with
other nodes will stop until you share
the new channel settings.

CANCEL ACCEPT

Channal apticons

If you unlock your channel, you can generate a new QR code, and keep your
communications secure.

Note: Make sure you save your generated QR code for adding new Nodes if you change the
channel. Otherwise you might have to go to all your Nodes and connect via Bluetooth to
get them talking again.
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Section 1.2 Updating the firmware

Taken from https://meshtastic.letstalkthis.com/

This will outline the method for manually updating the version of Meshtastic on your
board. This step is also necessary for any boards not pre-loaded with Meshtastic to install
in on the board (the process is the same). If you run into any issues or are looking to
update via the command line, please visit the official GUI installation documentation.

1. Go here to see the latest Meshtastic firmware releases.

2. Click the latest firmware-0.X.X.zip to download the newest firmware for all supported
boards and unzip it.

3. Download the latest ESPHome Flasher for your operating system.

4. Connect your radio to your PC via USB and then open ESPHome Flasher.

5. Click Browse and select the firmware for your board from the package we just
downloaded.

Note: Be careful to install the correct firmware for your board. In particular, the popular T-BEAM
radios from TTGO do not use the firmware-ttgo-lora32 files (they're firmware-tbeam). If you
install the ‘TTGO-Lora’ build on a TBEAM it won't work correctly.

6. Click Flash ESP and wait until it's finishing flashing the board.

7.You're done!


https://github.com/meshtastic/Meshtastic-device#installing-from-a-gui---windows-and-mac
https://github.com/meshtastic/Meshtastic-device/releases
https://github.com/esphome/esphome-flasher/releases
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